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Dictionary.com  words 
this week:leitmotif,  quiescent, fulminate,  contravene, proselytize,  clamber  and invective.       

copy-write

copy-write is a term that is being used to describe a writing that is one of the following types:
Paraphrase something in order to make it have same meaning with a different words that is easier to assimilate.
Notebook  writing  that  is  a collection  of  one's  personal notes.
Innovative  writing  that  is different  from  any  other writing.

Web Services SecurityThe  web  services  security  solution  addresses  the following problems:
• User or web service authentication
• Web service role based access control
• Distributed security policy enforcement
• Message  layer  security  that  will  accommodate  the presence of intermediaries
• Secure data storageIn order to achieve the solution for these problems an architecture proposes the following three fundamental concepts:
• There are web resources that must be secured.
• There are mechanisms to secure these web resources.
• There will be machine-processable policy documents that  will  describe  the  security  constraints  for  these web resources.
Security policiesThere are two types of security policies:
Permission policy – these policies suggest the actions and accesses that web services architecture entities are allowed to perform. Permission guard is an enforcement mechanism  that  verifies  if  a  given action  or  access  is permitted.
Obligatory policy – these policies suggest  the actions and  states  that  web  services  architecture  entities  are required to perform. An audit guard is an enforcement mechanism that verifies if the given policy requirement has been met.The  security  guards  must  be  implemented  within  the architecture in a manner such that they are not visible to either  the  web  service  requester  or  web  service provider.  A  policy  document  may  have  a  mix  of  both permission  and  obligatory  policies.  Thus  this  policy document  will  suggest  what  actions  are  allowed  and what  information  must  be  presented  as  evidence  for authentication before permission is granted.
Web Services Security RequirementsIn  order  to  address  the  security  problems  the  web services security system must provide solutions for the following requirements:
• Authentication mechanism  to verify the web service requester and provider. The techniques that may be 

used  are  digital  certificates,  Lightweight  Directory Access Protocol (LDAP), Remote Authentication Dial-In  User  Service  (RADIUS),  Kerberos  and  Public  Key Infrastructure (PKI).
• Authorization to control access to the web resources. Policies are defined for access rights.
• Data  Integrity  and  Data  Confidentiality  methods  to ensure that data is not accessed during transmission, i.e. inserted, modified or deleted.
• Integrity  of  Transactions  and  Communications  to ensure  correct  flow  of  operations  in  the  business processes.
• Non-Repudiation  security  services  to  record occurrence of transactions.
• End-to-End Integrity and Confidentiality of Messages through intermediaries.
• Audit trails are required to trace the policy violations.
• Distributed  enforcement  of  security  policies  on different platforms with configurable privileges.
Security  provisions  in  the  web  services 
architectureThe  web  services  architecture  provides  methods  for solutions of the requirements:  policy configuration for authentication and authorization,  guards for audit  and encryption for data confidentiality.
Cross-Domain Identities – role based access privileges and  mapping  of  identities  across  multiple  security domains  is  supported.  Example:  different  access 
policies for the guest user and member user of a 
web site.
Distributed  Policies –  Security  policies  for  different entities in the web services architecture can be applied and  are  validated  run-time  by  the  respective  entities. Example: different security policies for web service 
user and discovery service.
Trust  Policies –  these  are  distributed  policies  to establish  trust  that  are  applied  to  form  group relationships,  the  policies  apply  to  the  other  party involved  in  the  transaction.  Example:  Credit  card 
digital certificate assigned to merchants.
Secure  Discovery  Mechanism –  for  publication  and discovery of service. A web service that is publishing its web  service  may  define  different  access  policies  for different  requester  identities  and  discovery  service. Example:  Bank may have different security policies 
for  different  services  for  customers  and  credit 
card merchants respectively.

© 2007 NivasGroup.com. All rights reserved



   NG Weekly Letter                    Jun 17, 2007                                                                                Page 2
Trust  and  Discovery –  Both  manual  and autonomous  discovery  procedures  are  used  to find  a  trusted  web  service  provider.  Another method  is  to  find  a  registry  that  lists  the  web services  that  have  been  discovered  earlier  and trust  has  been  established  by  some  means. Example:  By  manual  evaluation  of  the 
published privacy terms and terms of use of a 

web  service,  by  autonomous  evaluation  of 
published machine-processable policies.
Secure  Messaging –  Secure  message  channels (SSL/TLS,  IPsec),  encryption  and  digital signatures,  etc  are  methods  to  ensure  secure messaging.Reference: Web Services Architecture

Evolution of software product family

In Information Technology industry new features are added to the baseline product to evolve the product family. In an era of converged services consumers have diverse requirements. Therefore different feature configurations  in  the product  are  presented as  diverse products  in  the market  to  meet  needs  of  the consumer.   These different configurations of the products have many common features.  The software products  may  be  developed  and  maintained  by  separate  business  units.  Since  these  products  have common  features  there  may  be  common  components  in  the  software.  The  two  different  software maintenance approaches are:
Isolated and Redundant Software Maintenance – Each unit is responsible to maintain a separate software release for their product. There is no shared software component with the other business  unit.  While  this  approach  has  an  advantage  of  no dependency  on  any  other  business  unit,  this  approach  has many disadvantages: high operational cost for redundant staff for  common  features  and  software  modules,  bug  fixes  and software  enhancements  in  the  base-line  must  be  propagated  to  all  product  releases.  The  software components for new features that are reusable in other products are shared but maintained by different units. Enhancements for one product may not be propagated to the other product software.
Hierarchical Software Maintenance – The base-line that may have common platform specific components are maintained by a  single  group.  There  are  separate  groups  for  reusable (common) feature components. The advantage of this approach is that new product development has shorter time-line and low budget as redundant development and maintenance staff is not required.  The  disadvantage  of  this  approach  is  that  product specific code is present in common components and hence this approach requires greater cooperation and coordination among product specific teams and the core team responsible for the common code. In this approach new products evolve faster as layers of common and reusable feature cores are added, above this new features may be added that are again reusable.

References:  Bosch,  Jan.  (2006)  The  challenges  of  broadening  the  scope  of  software  product  families. Communications of the ACM. 49(12) 41-44.
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